Microsoft Forefront "Stirling" - Forefront Client Security - Ueberblick und
Konfiguration

In diesem Artikel zeige ich kurz den Funktionsumfang von Forefront Client Security
und die Integration in Forefront Stirling.

Erster Artikel Forefront Stirling im Ueberblick:
http://www.it-training-grote.de/download/stirling-b2-1.pdf
Artikel zu Forefront Security fuer Exchange
http://www.it-training-grote.de/download/stirling-b2-2.pdf

Ich nutze wieder die herunterladbare VHD-Testumgebung von Microsoft.
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Was enthalten die Downloads

. Denver
- Domain Controller
- Roles: DHCP server, DNS server, NPS server
-WSUS 3.0 SP1
. Stirling
- System Center Operations Manager (SCOM) 2007 R2 (build 6407 - beta 1)
- SQL Server 2005 SP3
- Forefront Stirling (build 1677 - beta 2)
- Outlook 2007
. Venice
- Forefront Client Security (build 1677 - beta 2)
- NAP agent
- Outlook 2007


http://www.it-training-grote.de/download/stirling-b2-1.pdf
http://www.it-training-grote.de/download/stirling-b2-2.pdf

. Madrid
- Exchange Server 2007 SP1 (Mailbox/Client Access/Hub Transport roles)
- Forefront for Exchange (build 243 - beta 2)
. Sydney
- Windows SharePoint Services (WSS) 3.0 SP1
- Forefront for SharePoint (build 243 - beta 2)
. Toronto
- Exchange Server 2007 SP1 (Edge Transport role)
- Threat Management Gateway (build 7264 - beta 2)

Client Einstellungen
Bei der Installation von FCS = Forefront Client Security wird eine

Verwaltungskonsole installiert. Die Einrichtung von FCS kann manuell oder ueber
zentrale Richtlinien von Forefront Stirling.

ks Microsoft Forefront Client Security [ [0 | [

Microsoft Forefront Client Security

Tools
Run Quick Scan

Run Full Scan

Update Definitions
Wiew Quarantined Items

View NAP Compliance Mot Confiqured © v

Settings

Configure Antimalware

()

Disabled by Policy ©

Configure Windows Firewall



Auf der Client Seite werden verschiedene Forefront Dienste installiert.

) Services ==
File Action View Help
&= (@ k=] \
L Services (Local) —1, Services (Local)
Select an item to view its description. | Name Description Status Startup Type Log On As
Q-Dl;trlbuted Transaction Coordinator Coordinates... Manual MNetwork 5.
NS Client The DNS Cli...  Started Automatic Network 5...
£ Extensible Authentication Protocol The Extensi... Manual Local Syste...
Function Discovery Provider Host Host proces.., Manual Local Service
:Function Discovery Resource Publication Publishes th... Started Automatic Local Service
{,:);Gmup Policy Client The service... Started Automatic Local Syste...
Health Key and Certificate Management Provides X.5... Manual Local Syste...

uman Interface Device Access Enables gen... Manual Local Syst
‘5 Hyper-V Data Exchange Service Providesa.. Started Automatic Local Service
».5:); Hyper-V Guest Shutdown Service Providesa .. Started Automatic Local Syste...
£ Hyper-V Heartbeat Service Monitors th...  Started Automatic Network 5...
»S;}; Hyper-V Time Synchrenization Service Synchronize... Started Automatic Local Service
‘£ Hyper-V Volume Shadow Copy Requestor Coordinates... Started Automatic Local Syste...
IKE and AuthIP IPsec Keying Modules ThelKEEXT ... Started Automatic Local Syste...
teractive Services Detection Enables use... Manual Local Syste...
£ Internet Connection Sharing (ICS) Provides ne... Disabled Local Syste...
IP Helper Provides au... Started Automatic Local Syste...
sec Policy Agent Internet Pro..  Started Automatic Metwork 5.
tmRm for Distributed Transaction Coordinator Coordinates.. Started Automatic (0.  Metwork 5.
nk-Layer Topology Discovery Mapper Createsa M. Manual Local Service
Sk Microsoft WET Framework MGEN y2.0,50727 X586 Microsoft Manual Local Syste
\S};M\(roso& Forefront Client Security Antimalware Service Helps prote...  Started Automatic Local Syste...
-&:);M\(rosoft Forefront System Agent The Micros...  Started Automatic Local Syste...
"_” S CE L L biabanl Mamagesd s L Leeab-Gyot
£ Microsoft Office Diagnostics Service Run portion... Manual Local Syste...
icrosoft Software Shadow Copy Provider Manages so... Manual Local Syste...
Multimedia Class Scheduler Enables rela.. Started Automatic Local Syste...
et. Tcp Port Sharing Service Provides abi... Disabled Local Service
‘£ Netlogon Maintains a ... Started Automatic Local Syste...
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Ein Antimalware Scan kann ggfs. manuell ausgefuehrt werden.

L4 Microsoft Forefront Client Security
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Microsoft Forefront Client Security

Tools

Run Quick Scan

Run Full 5can

Update Definitions
View Quarantined [tems
View NAP Compliance
Settings

Configure Antimalware

Configure Windows Firewall

Antimalware protection Busy ©

Running quick scan.
| —— |

Windows Firewall is on and actively helping to protect your computer.




Antimalware Definitions koennen manuell oder zentral geladen werden

.4 Microsoft Forefront Client Security
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Microsoft Forefront Client Security

Tools

Run Quick Scan

Run Full 5can

Update Definitions
View Quarantined ltems
View NAP Compliance
Settings

Configure Antimalware

Configure Windows Firewall

Die Realtime Protection kann vom Endbenutzer ausgeschaltet werden, wenn das

Antimalware protection Busy ©

Updating antimalware definitions.

Windows Firewall is on and actively helping to protect your computer.

Network Access Protection Mot Configured © (v)
it ———————— S ——————————

Network Inspection System Disabled by Policy ©  (v)

nicht per Stirling Policy unterbunden wird.
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Microsoft Forefront Client Security

&)  Some settings are managed by Microsoft Foref Security admini

Real-time protection

Use real-time protection

Scheduled scans

[ Quick scan

@ Hourly

Daily

[ Full scan

Exclusions

»

m

1

12:00 AM

Sunday |

12:00 AM

Before starting a scan, update definitions

Do not scan these files or locations:

Fewindir e\ SoftwareDistribution\Datastore Add...
Fewindir 36\ SoftwareDistribution'\Datastore\Logs

e




Realtime Protection Settings in Forefront Stirling

Edit Policy: Default Client Protection Policy =5

Policy Information

. Group Assignments Antimalware: General

- Computer Protection Real-time protection
- Antimalware The real-time protection service scans files for malware when files are accessed, as well as processes and services when they are started.
General X
@ Enable real-time protection
 Advanced : P
- Exclusions () Disable real-time protection
Overrides

) Allow users to enable, disable and configure the real-time protection service
Definition
You can update antimalware definitions in order to help protect managed computers from the latest malware.

-NAP - Antimalware Settings
- Windows Firewall

- General
Domain Profile Update definitions before starting a scan
Private Profile Update definitiens at the following interval:
Public Profile
PreieMapoing
- Inbound [C] Use Microsoft Update if Windows Server Update Services (WSUS) are unavailable

Service Exceptions All client computers that receive this policy will use Microsoft Update for antimalware definitions when they cannot connect to the WSUS server, To leam

Program Exceptions more, read the [Privacy Statement) enline.
Port Exceptions
- Outbound Scheduled scans
Service Exceptions Schedule quick and full scans.
Program Exceptions [7] Schedule 5 quick scan
Port Exceptions

) ) Scans commen files, processes, services and other resources for malware.
Unicast and ICMP Exceptions P

NAP - Windows Firewall Settings
£1- Netwaork Inspection System

- General Daily

- Authorized Software Management

Enforcement Level

Software Sources [7] Schedule a full scan

- Security State Assessment
-Reboot Palicy

Services @ Daily

- Data Execution Prevention

@ Interval

12

Perform a quick scan after a second missed scan

Scans all files, processes, services, and other resources for malware.

File System Management Weekly
1S Security

Account Management

- Microsoft Office Security
-5QL Server Security
Internet Explarer Security
- User Account Control

After consecutive failed scans, perform a full scan immediately after the computer logs on

Per Stirling Policy koennen Funktionen wie NIS aktiviert werden.

Edit Policy: Default Client Protection Policy =0 I=28(EXT

- Private Profile - o3
- Public Profile Metwork Inspection System - General Policies
- Profile Mapping
= Inbound Network Inspection System (NIS) Enforcement
- Service Exceptions IS uses signatures from the Microsoft Security Response Center to detect and potentially block attempts to exploit known
- Program Exceptions wvulnerabilities,
- Port Bxceptions © Enable NIS (default
= Qutbound v nable (defaul)
- Service Exceptions (0 Disable NIS
Program Exceptions — () Enable MIS and allow local administrators on client computers to disable NIS
- Port Exceptions
- Unicast and ICMP Exceptions Response Policy

- MAP - Windows Firewall Settings
(=} Metwork Inspection System
= Authorized Software Management
. Enforcement Level
Software Sources @ Log
—I- Security State Assessment
- Reboot Policy
Services The Microsoft Telemetry Service helps protect against malware and other network attacks by reporting information to
Microsoft about attempted attacks. Micresoft uses this information to help identify patterns and improve threat
mitigation. In some cases, personal information may be inadvertently sent to Microsoft, but Microsoft will not use this
information to identify or contact you.

Select how MIS should respond to attempts to exploit known vulnerabilities:

() Apply the Microsoft default policy (recommended)

() Block and log

m,

Microsoft Telemetry Reporting

- Data Execution Prevention
- File System Management

m

- IIS Security

Account Management Select your Microsoft Telemetry Service membership type:
- Microsoft Office Security @ Basic membership
- 5QL Server Security

NIS reports basic information about potential threats it has identified, including threat type and origin, as well as the

- Internet Explorer Security response taken.

User Account Control
... Data Protection (BitLocker)
- Device Control
- Security Updates
MAP Enforcement
[=- Monitoring and Response

! Advanced membership

In addition to basic information, NIS sends information about potential threats in greater detail, including traffic
samples and full URL strings. With advanced membership, you provide Microsoft with more help in analyzing and
mitigating threats.

' Mo membership. Mo information will be sent to Microsoft.

- Computer Response Plan
- Computer Asset Value Privacy Statement
Detection Policy B




Nach kurzer Zeit ist die Client Konfiguration aktualisiert worden und NIS ist aktiv.
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L) Microsaft Farefront Client Security

Run Quick Scan

Run Full 5can

Update Definitions
View Quarantined Items
View NAP Compliance
Settings

Configure Antimalware

Configure Windows Firewall

Mit Hilfe von Forefront Stirling kann eine Vielzahl von Einstellungen zentral
vorgenommen werden.

Edit Palicy: Default Client Pratection Policy =N EeoR =]

N -
= General Marne:

.. Domain Profile

. Private Profile Default Client Protection Policy

- Public Profile Description:
E In;:m:::le Mapping This is a system policy that is applied to all computers that are managed by Microsoft Forefront System codename ‘Sti
- Service Exceptions Notes:
- Program Exceptions | — )L
- Port Exceptions
=- Outbound
- Service Exceptions
- Program Exceptions L
- Port Exceptions .
.. Unicast and ICMP Exceptic Date modified: Date created:
MAP - Windows Firewall 5¢ 4,/19/2009 11:52:30 PM 2/24/2009 2:44:07 AM
= I\!etwork Inspection System Madified by: Created by:
“ General
CONTOSO\Administrator NT AUTHORITY\SYSTEM

£ Authorized Software Manager
.. Enforcement Level

m

Software Sources

-)- Security State Assessment

- Reboot Policy

.. Services

- Data Execution Prevention
- File System Management
- IIS Security

- Account Management

- Microsoft Office Security

- 5QL Server Security —!
- Internet Explorer Security

- User Account Control

.. Data Protection (BitLocker

- Device Control

[ | JR S

q = = G




Die Realtime Protection ist jetzt durch eine zentrale Richtlinie aktiviert worden und
kann vom Endbenutzer nicht mehr deaktiviert werden.

k4 Microsoft Forefront Client Security

#) Some settings are managed by Microsoft Forefront Security administrator.

Real-time protection

Use real-time protection

Desweiteren koennen mit Hilfe der Stirling Konsole zentrale NAP-Einstellungen fuer
die Clients vorgenommen werden.

Edit Palicy: Default Client Protection Policy

[E=ErE ]

+~ Policy Information
Group Assignments
- Computer Protection
- Antimalware
General
Advanced
- Exclusions
- Overrides
NAP - Antimalware Settings
£ Windows Firewall
- General
Domain Profile
Private Profile
Public Profile
Profile Mapping
Inbound
Service Exceptions
Program Exceptions
Port Exceptions
= Outbound
Service Exceptions
Program Exceptions
Port Exceptions
Unicast and ICMP Exceptions
 NAP - Windows Firewall Settings
- Network Inspection System
General

£ Authorized Software Management
- Enforcement Level

- Software Sources

- Security State Assessment
Reboot Palicy

~Services
Data Execution Prevention
File System Management

TS Security

- Account Management
Microsoft Office Security
SQL Server Security

~Internet Explorer Security

- User Account Contrel
Data Protection (BitLocker)
Device Control

- Security Updates

£ Monitoring and Respanse

Computer Response Plan

Computer Assct Value

Detection Palicy

NAP Enforcement

You can enforce network access restrictions for computers that do not comply with NAP-specific policy configurations.

@ Enforce policy settings that restrict network access

() Do not enforce policy settings that restrict network access

NAP summary

The below list shows the network access restrictions that have been configured in this policy. By navigating to a listed policy unit, you can reconfigure specific NAP restriction
cettings. A "Ves” in the Restricted column indicates a policy setting that restrict network access.

NAP Settings Per Policy Unit
Account Management

All passwards have an expiration date

Anonymous access is restricted

Autologon is disabled

Guest account is disabled

User logen success auditing is enabled
Antimalware

Service is running

Scan has eccurred within threshold

Swgnatures areup to date
Data Execution Prevention (DEP)

Data Execution Protection (DEP) is enabled
File System

File system type is NTFS

File share configuration is in compliance
Firewall

Firewall is enabled
Internet Explorer

Security features are enabled

Security zone configuration is in compliance

Hemepage configuration is in compliance

Trusted sites configuration is in compliance

Restricted sites configuration is in compliance
Micrasoft Office

Macro security level is in compliance
Security Updates

Required updates are installed by configured deadline
Services

Unnecessary services are disabled
User Account Control (UAC)

UAC configuration is in compliance

Restricted

Ne
Ne
No
No
Ne

No
Ne
No

Ne

No
Ne

No

No

No

Ne

Ne
No

Ne

Ne

No

Ne




Nach kurzer Zeit ist das NAP Enforcement auf dem Client aktiv.

Die Forefront Stirling Konsole bietet umfangreiche Reportings wie in der folgenden
Abbildung die Summary der Antimalware Konfigurationen zu sehen ist.



