UAG 2010 Beta

Download der Beta:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=a3f572
9a-3989-4f60-980f-1b87dd198988
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Systemvoraussetzungen



Forefront Unifi

Minimum requirements: hardware

Processor 2.66 gigahertz (iaHz) or Faster processor, Dual core CPLU
Memary @ gigabyte (EE) of RAM or more recommended
Hatd drive 30 gigabyte {GE)

Software and deployment requirements

= Servers
Forefronk Udia can be installed on computers running Windows Server 2003 R2 Standard (RC release) or Windows Server 2003 RZ Enkerprise (RC
release) ¥64 bit editions.

= Arrays
If wou want to deploy an array of multiple Forefront UAG servers, each server that will join the array must be installed as a domain member
before beginning Forefront LWAG installation,

= Metwork adaptors
Forefronk Ubia must be installed on & computer with ak least bwo network, adapters,

= Other applications
The computer on which wou are installing Forefront UAG should have a dean Windows Server 2008 installation, with no other applications installed
an i,

= Default installation
By default, Forefront Threat Management Gateway (TME) is installed during Forefront AG Setup, Only the wersion of Forefronk TG installed
during Setup is supported when running Forefront UAG Beta 2.

= Permissions
When installing Forefront UAG, vou must hawve administrator permissions on the local server, You musk also be a domain user in the domain ko
which the Forefront UAG server belongs,

Dann mal los

Before You Start
hardware and software requirements
d the deployment checklist

‘e2lease

- 1' g
N
v

i rmmn W




Preparation Tool starten
Microsoft Forefront TMG Preparation Tool

Welcome to the Microsoft Forefront TMG Preparation
Tool

The Microsoft Forefrort TMG Preparation Toal checks your computer for reguired
components. I the following components are not installed /corfigured, they will be installed:

*Windows Roles and Features
*Microgoft .MET Framewor 3.5 SP1

*Microsoft Windows Installer 4.5
*Windows Web Services API

Restarting your computer may be required to complete the preparation.

Mend = Cancel Help

TMG Beta installieren

Microsoft Forefront TMG Preparation Tool

Installation Type
Select Microgoft Forefrort Threat Management Gateway Beta Installation option for this computer.

{+ Install Forefront Threat Management Gateway services

The computer will run Forefrort Threat Management Gateway services. Forefront Threat Management Gateway
Management will be installed for local management of this Forefront Threat Management Gateway computer.

" Install Forefront Threat Management Gateway Management only
The computer will be used to remotely manage computers running Forefront Threat Management Gateway.

" Install Enterprise Management Server

The computer will provide centralized management for Forefront Threat Management Gateway amrays.
Enterprisedevel firewall policies and policy objects can be defined.

< Baclk Mexd = Cancel




UAG Setup

UAG Setup Wizard

Meister Propper, aeeh AJAX



UAG Setup Wizard

« Back Meat = Cancel

Boot tut gut!



UAG Setup Wizard

ah, den Wizard kennen wir ja von TMG



So richtig viel laesst sich ja erst mal nicht konfigurieren



Hetwork Configuration Wizard

Was ist INTERN und EXTERN



MNetwork Configuration Wizard

Define Network Adapters

Spedfy how network adapters are connected to your netwaork, and
modify network adapters settings.

Adapter properties:

IP address: 192.9,200.49
Subnet mask: 255.255.255.0
Default gateway: 192.9,200.240
DMS DHCP enabled: Mo

DMS server(s): 192.9,200.240
Static route: Mo

Adapter name | Internal | External | Unassigned |
Local Area Connection |
551 Metwork Tunneling v

Adapter name: Local Area Connection Edit... |
IP DHCP enabled: Mo

« Back I Mext = I

Cancel

Fertig




Hetwork Configuration Wizard

Completing the Network Configuration
Wizard

You have successfully completed the wizard,

The Faorefront UAG network will be configured with the following settings:
Description:

Tnternal netwark ;I
Adapter name: Local Area Connection
[P DHCP enabled: Mo
P address: 192.9,200.49

skr 235.255.255.0
Jefault gateway: 192.9.200.240
NS DHCP enabled: Mo
NS server(s): 192.9.200. 240

tatic route: No

[

P Note: If vou apply these changes while remotely connected to your
e Yy network, you may lose connectivity to the Forefront UAG server.

To dose this wizard, didk Finish.

< Back I Finish I Cancel




erver Management Wizard




Server Management Wizard il

Select Configuration

¥ sStandalone server
Select this option if this is a single Forefront UAG server.,

€ Array
Select Ehis opkion if Bhis server will be part of & Forefrant LaG
arras,

= Back I Mext = I Cancel

Konfig aktivieren

Activate configuration

We recommend that you backup the configuration settings directly after the initial configuration. Following
the initial backup, make sure to backup the configuration settings each time you modify
them, in order to ensure that the backup is updated at all times.

I | Backup configuration after ackivation

If you manually changed external settings such as .xml files or registry keys, select this option to apply
changes before activation.
This will reload the configuration for all frunks

W Apply changes made to external configuration settings

To begin, didk the Activate button. Activation might take several minutes.

| Activate = I Cancel




Was kann man(n) denn so alles einstellen?

E Microsoft Forefront Unified Access Gateway Beta Management

File Wiew | Admin Messages Help

E * :ﬂ Manage Roles...

“ &F Authentication and Authorization Servers...
l = Q For -4 Export KCD Settings to Active Directory...
IE Metwork Load Balancing. ..
5 .8 Network Policy Server (NPS)...
‘: Portal Application Authorization
‘e_; Remote Network Access »
# 55 Protocol Settings...
ﬁ Event Logs Settings...
{@ Web Farm Connectivity Verifier ...

&' Advanced Configuration...
|~3 Web Monitor...
ﬁ File Access...

¥ Getting Started. ..
|E Metwork Interfaces...
58 Array Management...

Ah, Rollen aehnlich wie bei TMG / ISA



Assign/Edit Role

Ne Menge Authentifizierungsquellen



AD im Detall



Type: I 8 Active Directory j

™ Use local Active Direchory: forest authentication

IP address/host: I |

Port: I 389 [T secure port
Alternate IP fhost: I

Alternate port: I 389 [T Secure port
Domain: I

IUsers and groups

Base: I j

™ Indude subfolders Fetch

Level of nested groups: I 0

Server access credentials

User: I

Passwaord: I

Confirm password: I

Domair: I

[ Anonymous logon

Help Ok I Cancel

NLB geht in UAG jetzt auch, bei IAG noch nicht!




Network Load Balancing x|

Define virtual IP addresses to configure Network Load Balandng (MNLE).

Virtual IP | 1nterface Type | subnet | Address Type | 1nUse |
Configure Virtual IP Addresses x|
Select a network and define virtual IP
Network: ©
&+ Pvg
Virtual IP I
MLE mode: Unicast j Subnet mask: I ] ] . Edit... | Remove |
L |
" IPve Close |
Virtual IP I
Subnet prefix: I
oK I Cancel

NPS Integration - Guuut!

Network Policy Server (NPS) Servers

X
[ |

Edit. ..
|
Add Network Policy Server (NPS) x|
Mame: I |
IPaddressfhost |
Port: I 1812
Shared secret: I

Help | Ok Cancel

SSL VPN, SSL VPN, SSL VPN



551 Tunneling Configuration

¥ Enable remote dient VPN access

=| General ¥ Protocols | IP Address Assignment | & Access Cortrol |

Select protocol used for S5L tunneling.

¥ Secure Socket Tunneling Protocal (SSTF)

S5TF encapsulates PPP traffic in an 5501 tunnel. Using S5TP is onty

supported on Windows operating systems with SSTF support.

™ Point4o-Point Tunneling Protocol (PPTP)
PPTP iz a network protocol that

encrypts |P traffic and encapsulates it in an [P header. PPTFP uses userdevel

authentication via PPP.

[~ Layer Two Tunneling ProtocaliL2TP)/IPSec

LZTP/IPsec encrypts IF traffic and encapsulates it in an |IP header.

QK Cancel
SSL Sicherheitseinstellungen
B 551 Protocol Settings x|
— Symmetric Ciphers Key Exchange Algorthms

¥ 168+bit Trple-DES ¥ Diffie-Hellman

¥ 128+t RC4 ¥ PKCS

[~ 128bit RC2

[~ 56+t RCA

[~ 56bit DES Protocols

[T 40bit RCA ¥ TLSw1.0

™ 40bit RC2 v 55Lv3

[T Mo encryption [T 55Lv2

oK I Cancel




Logging, Logging, Logging

E Event Logging

|Buitn | RADIUS | Sysog [ i |

Webmonitor noch leer, da noch kein Trunk definiert ist



