Forefront Security fuer Sharepoint

Sharepoint 2010 Preparation Utility

) SharePoint® 2010 Products Preparation Tool

=l

Welcome to the Microsoft® SharePoint® 2010 Products
Preparation Tool

The Microsoft® SharePoirt® 2010 Products Preparation Tool checks your computer for

required products and updates. it may connect to the intemet to download products from the
Microsoft Download Center. The tool installs and configures the following products:

* Application Server Role, Web Server (115) Role

* Microsoft SQL Server 2008 Native Client

* Hoffix for Microsoft Windows (KBS76462)

* Windows |dentity Foundation (KBS74405)

* Microsoft Sync Frameworlc Runtime v1.0 fx64)

* Microsoft Chart Controls for Microsoft NET Framework 3.5

* Microsoft Fitter Pack 2.0

* Microsoft SQL Server 2008 Analysis Services ADOMD.NET

* Microsoft Server Speech Platform Runtime f<64)

* Microsoft Server Speech Recognition Language - TELE{en-US)

» 5QL 2008 R2 Reporting Services SharePoint 2010 Add4n
Leam more about these prerequisites

< Back Next > Cancel
Und ab geht 6s
Microsoft® SharePoint® 2010 Products Preparation Tool ﬂ

Microsoft® SharePoint® 2010 Products Preparation Tool
Mow Installing Prerequisites...

Corfiguring Application Server Role, Web Server (115) Role

]

Started 6:4%:06 AM, running for 0:00:08

< Back It > |

Cancel




Alles successful

Microsoft i 10 Products Preparation Tool

Installation Complete

All required prerequisites have been installed or enabled.

| Application Server Fole, Web Server {IIS) Role: corfigured successfully

* Microsoft SQL Server 2008 Native Client: installed successfully

* Hotfix for Microsoft Windows (KBS76462): installed successfully

* Windows Identity Foundation (KBS74405): installed successfully

* Microsoft Sync Framework Rurtime v1.0 &64): installed successfully

* Microsoft Chart Controls for Microsoft NET Framework 3.5 installed successfully
* Microsoft Fiter Pack 2.0: installed successfully

* Microsoft SQL Server 2008 Analysis Services ADOMD MET: installed successfully
* Microsoft Server Speech Platform Runtime {<64): installed successfully

* Microsoft Server Speech Recognition Language - TELE(en-US): installed successfully
« SQL 2008 R2 Reporting Services SharePoint 20710 Add4n: installed successfully

It iz recommended that you keep your Windows operating system up to date on http ./
windowsupdate microsoft.com.

< Back I Finish I Cancel

Setup anwerfen

Lizenzkey angeben

B Microsoft SharePoint Server 2010 x|

Need to find your Product Key?

Your Product Key is 25 characters and is typically found in your
product packaging. If you cannot find your Product Key, click
the "Learn more about Product Keys and see examples” link.

Learn more about Product Kevs and see examples




Lizenzvertrag lesen, verstehen und ggfs. akzeptieren

Standalone Installation

& Microsoft SharePoint Server 2010

Installation

3 Microsoft SharePoint Server 2010




Fertig

M Microsoft SharePoint Server 2010

Wizard

sharePoint Products Configuration Wizard




OK, da koennte was neu gestartet werden muessen

SharePoint Products Configuration Wizard

The following services may have to be started or reset during
configuration:

Internet Information Services

SharePoint Administration Service ¥4

SharePoint Timer Service V4

Choose yes to restart the services if required and continue with
the configuration wizard or no to exit the configuration wizard.

Nochmal Balken beobachten

SharePoint Products Configuration W




Aha

SharePoint Products Configuration Wizard

failure:

cannot be found.

Configuration Failed

One or more configuration settings failed. Completed configuration settings will notbe rolled badk. Resolve
theproblem and run this configuration wizard again. Thefollowing contains detailed informationaboutthe

Failed to create the configuration database.

An exception oftype Microsoft.SharePoint.5PException was thrown. Additional exception information: User

To diagnose the problem, review the application event log and the configuration log file locted at
C:\Program Files\Common Files\Microsoft SharedyWeb Server Extensionsii4

9|

\LOGS\PSCDiagnostics 10 13 2010 7 13 51 270 21562151log

Click Finishto closethis wizard.

Finish |

Installieren wir doch erst mal einen AechtenfiSQL Server

%% SQL Server 2008 R2 Setup

Feature Selection

Select the Enterprise features to install.

=0l

Setup Support Rules

Setup Role

Feature Selection
Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Ready to Instal

Installation Progress

Complete

Features:

Description:

atabage Engine Services
[[]5qL server Replication
[ Full-Text Search
Analysis Services
Reporting Services
Shared Features
[ Business Inteligence Development Studio
lient Tools Connectivity
ntegration Services
lient Tools Backwards Compatibility
Client Tools SDK
[ 5QL Server Books Online
anagement Tools - Basic
Management Tools - Complete
[[]sQL client Connectivity SDK
[] Microsoft Sync Framewark
Redistributable Features

Select All Unselect All |

Server features are instance-
aware and have their own
registry hives. They support
multiple instances on a computer.

Shared feature directory: Ic: ‘Program Files\Microsoft SQL Server,

Shared feature directory (x86): Ic: ‘Program Files (x86)Microsoft SQL Server),

o

< Back Next >

Cancel | Help |




23 Klicks spaeter

Im Sharepoint Integrations Modus installieren

SQL Server 2008 R2 Setup

=0l

Reporting Services Configuration

Specify the Reporting Services canfiguration mode.

Setup Support Rules
Setup Role {~ Install the native mode default configuration.
Feature Selection
Installation Rules Setup will install the report server and configure it in Native mode to use the default values. The report
serveris usable as soon as Setup is finished.
Instance Configuration
Disk Space Requirements
S T % Install the SharePoint integrated mode default configuration.
Database Engine Configuration
s E ey B Setup will create the report server database in SharePoint integrated mode and configure the report serverto
. i
An use the default values. However, integrated operations will not be supported until a minimal installation of a
Reporting Services Configuration SharePoint product ortechnology is deployed onthe report server computer and the Reporting Services Add-
. in for SharePoint Technologies is installed and configured on theinstance of the SharePoint product or
Errar Reparting technology you are using.
Installation Configuration Rules
Ready to Instal = Install, but do not configure the report server.
Installation Progress
Complete Setup will install, butwill not configure, the report server software. Afterinstallation is finished, you canuse
the Reporting Services Configuration toolto set options that are required to run the report server.
< Back Next > Cancel Help
A

SharePoint Products Configuration Wizard

Welcome to SharePoint Products

In order to configure SharePoint Products, you will require the following information:

m Name of database server and database where server farm configuration data will be stored

m Username and password for the database access account that will administer the server fam

Click Mext to continue or Cancel to exit the wizard. To run the wizard again, click on the Start Menu shartcut.

Cancel

Mext > I




SharePoint Products Configuration Wizard

Specify Configuration Database Settings

All serversin aserver farmmust sharea configurationdatabase. Typethe databaseserver anddatabase
name, If the database does not exist, it will be created. To reusean existing database, the database must be
empty. Foradditional information regarding databaseserver security configuration and network access
pleaseseehelp.

Databaseserven Isharepoint

Database name: ISharePoint_Conﬁg

Specify Database Access Account

Select an existing Windows account that this machine will always useto connect to the configuration
database. Ifyour configurationdatabaseishosted onanotherserver, youmust specify a domainaccount.

Typethe usernamein the form DOMAIN\User_Mame and passwordforthe account.

Username: |trainer‘-,administrab::r

Password: I.oooo...

SharePoint Products Configuration Wizard

< Back | Next = I Cancel

=101 x|

Specify Farm Security Settings

Please entera new passphraseforthe SharePointProducts farm. Thispassphraseis usedto secure farm
configuration data andis required for each serverthatjoins the farm. The passphrasecan be changed after
the farmis configured.

Passphrase: I.....

Confirm passphrase: |.uu|

< Back | MNext = I Cancel

=100




SharePoint Products Configuration Wizard o ] 34

Configure SharePoint Central Administration Web Application

A sharePoint Central Administration Web Application allows you to manage configuration settings for a senver
farm. The first server added to a server farm must host this web application. To specify a port number forthe
web application hosted on this machine, check the box below and type a number between 1 and 65535. If
you do notspecify a port number, a random anewill be chosen.

¥ Specify port number:

Configure Security Settings

Kerberos is therecommended security configuration to use with Integrated Wind ows authentication. Kerberos
requires special configuration by the domain administrator. NTLM authentication will work with amy
application poolaccountand the default domainconfiguration. Show memore information,

Choose an authentication provider for this Web Application.

* NTLM
” Negotiate {Kerberos)

< Back | Mext = I Cancel |

SharePoint Products Configuration Wizard o o] |

Completing the SharePoint Products Configuration Wizard

The following configuration settings will be applied:

m Configuration Database Sarver |sharepoir1t |
m Configuration Database Name |SharePoint_Conﬁg |
m Hostthe Central Administration Web Ap plication |yes |
» Central Administration URL |htn:|:ﬂsharepoint:?821,|f |
= Authentication provider |NTLM |

Click Mext to apply configuration settings.

Advanced Setkings |

< Back | Mext = I Cancel




SharePoint Products Configuration V

Jippie

SharePoint Products Configuration W




Webinterface i Farm Konfiguration

sharepomt:ZD134-"_admi|1;adminconﬁg\nh'o.aspx?scenarioid=adminconﬁg&';.‘elcomasu\ngid:falmconﬁguraﬁj ([ I Bing

5 v B - (] mm v Page~ Safety + Tods- @

) §F§rePoint20m Central Administration » Configure your SharePoint farm

This wizard will help you configure your SharePoint farm.

@
How do you want to configure your SharePoint
farm? Yes, walk me through the X
) configuration of my farm using this Start the Wizard
This wizard will help with the initial configuration of your wizard.

SharePaoint farm. You can select the services to use in
this farm and create your first site.

You can launch this wizard again from the Configuration

Wizards page in the Central Administration site. No, I will configure everything

myself. Cancel

Konfigurieren und processieren

ndows Internet Explorer

{} Favorites | {5 8 suggested Sites ~ £ | Web Slice Gallery ~

!_) Processing... | |

'||:| http sharepcint:2D134."_admin."adm\ncomﬁgser-.-'ices.aspx?scenalioId:admmconﬁg&instanceld=beﬁab3c-3209-—j | X I Bing

X3 - B - [ o= - Page s

.
: Processing...

Please wait while your changes are processed.



Neue Site

reate Site Collection - Windows Internet Explorer

__| Imp::'-'sharepolnt:ZIZI13-!-'7adm|n-'craateslte.aspx?scelwa\'lc-ld=admu'vcc-nﬁglestanceld:baffab}c-SZEIQ--‘d19-361:ﬂ 20| % I

f‘? Favorites. | {5 @ Suggested Sites @ | Web Slice Gallery =

Create Site Collection

f v B) - = g - Page v Safety -

System Ac

Bing ye

Site Actions ~ g

Title and Description

Type a title and description for your new site, The title will be displayed on
each page in the site.

Web Site Address

Spedfy the URL name and URL path to create a new site, or choose to
create a site at a spedfic path.

To add a new URL Path go to the Define Managed Paths page.

Template Selection

A site template determines what lists and features will be available on your
new site. Select a site template based on the descriptions of each
template and how you intend to use the new site. Many aspects of 3 site
can be customized after creation. However, the site template cannot be
changed ance the site is created.

Finish not swedish

Title:
Marcimarc
Description:
=
URL:

http:;‘;‘sllarepoint’ / -

Select a template:

Collaboration | Meetings = Enterprise | Publishing Custom

Team Site
Blank Site
Document Workspace

Group Work Site
\isio Process Repository

A site for a person or team to post ideas, observations, and expertise that
site visitors can comment on.

.7 Favorites. | 95 @8 suggested Sites ~ @ | Web Slice Gallery -

;\ Initial Farm Configuration Wizard

Site Actions - g

Central
Administration

Application Management
System Settings
Manitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

This completes the Farm Configuration Wizard.
Details of this SharePoint farm:

Site Title: Marcimarc
Site URL: http://sharepoint

Service Applications:

Access Services Web Service Application
Secure Store Service Application

State Service

PerformancePoint Service Application
Wisio Graphics Service Application
Managed Metadata Service

Web Analytics Service Application

Security Token Service Application

Search Administration Web Service Application
Word Automation Services

Application Registry Service

User Profile Service Application

Business Data Connectivity Service Application
Search Service Application

Excel Services Application Web Service Application

.‘ §F§|’ePoint201o Central Administration » Configure your SharePoint farm

Application Discovery and Load Balancer Service Application
Usage and Health Data Collection Service Application

Click Finish to continue to the SharePoint Central Administration page where you can continue configuring other settings for your farm.

To return to this wizard, or access additionally installed wizards, click 'Configuration Wizards' in the left navigation pane.

Finish I



OK, soll erst mal reichen, mit dem Rest beschaeftigen wir uns, wenn wir den
Blogeintrag ADFS Part Il vorbereiten.

ndows Explorer

O |

<7 Favorites | 9% &8 suggested Sites @] Web Slice Gallery »

- &l l

\;lHomE—Cenha\ Administration ﬁ . - O séa + Page~ Safety~ Tools~ @

System Acco

Site Actions ~ il

Erowse

.‘ gﬁ'grePointzolo Central Administration

The SharePoint Health Analyzer has detected some critical issues that require your attention. View these issues.

Central
Administration |
[ =

Application Management “--0
System Settings

Monitoring

Backup and Restore

Security

Upgrade and Migration

General Application
Settings oy,

Configuration Wizards \ !

Application Management
Manage web applications
Create site collections

Manage service applications
Manage content databases

Monitoring

Review problems and solutions
Check job status

View Web Analytics reports

Security

Manage the farm administrators
group

Configure service accounts

General Application Settings
Configure send to connections
Configure content deployment
paths and jobs

Manage form templates

System Settings
Manage servers in this farm
Manage services on server
Manage farm features
Configure alternate access
mappings

Backup and Restore
Perform a backup

Restore from a backup

Perform a site collection backup

Upgrade and Migration
Convert farm license type
Check product and patch
installation status

Check upgrade status

Configuration Wizards

Resources

There are currenthy no favorite links to
display. To add a new link, click "Add
new link".

4k Add new link



Ah ja, ne Menge Datenbanken fuer ein System

"2 Microsoft SQL Server Management Studio

File Edit WView Debug Tools Window Comn

S New Query | [y | £ ¢y 5y | [ | 5 I ¢

Connect~ 3 & m T [2] 5§

=] Ld (local) (SQL Server 10,50, 1600 - TRAIMER \admini:
SRR Databases

[ System Databases

[ Database Snapshots

[ Application_Registry_Service_DB_45840b
| JJ Bdc_service_DB_afba<4ab0 10d4d0456c4
IJ Managed Metadata Service_82d7f801131
U PerformancePoint Service Application_1ac
| ReportServer

U ReportServerTempDB

U Search_Service_Application_CrawlStoreDE
|} search_Service_Application_DB_08%e8%¢'
U Search_Service_Application_PropertyStor
| JJ secure_store_Service_DB_f25b430a4953
U SharePoint

U SharePoint_AdminContent_74f4ca63-28d
| JJ sharePoint_Config

U StateService_c873589d12e54fec8f 19538
|J User Profile Service Application_ProfileDB_
IJ User Profile Service Application_SecialDB_
U User Profile Service Application_SyncDB_c
IJ WebAnalyticsService Application_Reporting
U WebanalyticsServiceApplication_StagingD
U WordAutomationServices_abad745b0e 2e:
| ] wss_Content

| ) wss_Loaging

Forefront Security fuer Sharepoint

Lizenzvertrag lesen, verstehen und ggfs. zustimmen

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint ' B ] 4

(7]

License Agreement

MICROSOFT EVALUATION AND SUBSCRIPTION SOFTWARE LICENSE TERMS ﬂ
MICROSOFT FOREFRONT PROTECTION 2010 FOR SHAREPOINT

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the

software named above, which includes the media on which you received it, if any.
The terms also apply to any Microsoft

= updates,

To read our privacy statement, go to: http://go.microsoft.com/fwlink/Tlinkid=128267

¥ 1agreeto the terms of the license agreement and privacy statement

MNext > Cancel




OK, WWW Dienst neu starten

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint

=101 %

7]

Service Restart

During installation, it may be necessary to stop and start the following services on this
computer, if they are running. This is performed automatically, as needed. If these services
cannot be stopped at this time, please cancel this installation.

World Wide Web Publishing Service

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint

o
Installation Folders

Please select the folders into which you would like to install the product.

Program folder

IC:\,Program Files\Microsoft Forefront Protection for SharePoint

Browse... |This is the folder into which executable files are placed.

Data folder:

IC:‘IPrograrn Files\Microsoft Forefront Protection for SharePoint\Data

B This is the folder into which data files, such as quarantined files and
archived files, are placed.

Mext » I Cancel

Proxy oder nicht fuer Updates



Account mit Adminrechten fuer Windows und Sharepoint angeben (auf
Produktivsystemen natuerlich nicht den Admin nehmen)

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint o ] -4
—

SharePoint Information

User name: The account used to install Forefront
Protection 2010 for SharePoint should be
entered using the Domain\Account format
when the server is part of a dornain. This
Password: account must be a member of the Local
Administrators group on the SharePoint
I"“"“ server and have SharePoint Farm
Administrators privileges, If SharePoint is
configured to connect to the database using
Windows authentication, this account must
also be a member of the SQL Sysadmn role
on the database server. By default, members
of the Local Administraters group on the SQL
server are members of the Sysadmn role.

Itainer\adminish’amr

Mext = Cancel

Feuer Frei

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint

Confirm Settings

Verify that all information is correct. Confirm that you want to
proceed with the installation by clicking MNest.

Microsoft Forefront Server Protection

_Ad| Please wait while Windows configures Microsoft Forefront Server

definition files must be downloaded for all engines before
the server is fully protected. An update will be
automatically scheduled to start 5 minutes after
installation.

[

Mext > | Cancel |




Erfolgreich

Setup Wizard - Microsoft Forefront Protection 2010 for SharePoint

Installation results

The installation completed successfully.

For the latest product infermation, you should view the
Release Motes, which can be accessed from the Start menu,
under Microsoft Forefront Server Protection.

Einige neue Forefront Dienste

T I T 1 I e el T P TR DT W R e W e

'-@',Micmsoﬁ Forefront Server Protection Controller

'-;%Micmsuﬁ Faorefront Server Protection Controller for SharePoint
'-@',Micmsuﬁ Faorefront Server Protection Eventing Service
'-@',Micmsuﬁ Forefront Server Protection Mail Pickup Service
'-@,Micmsuﬁ Forefront Server Protection V55 Writer Service

Forefront Protection fuer Sharepoint Konsole

Eval Lizenz

Evaluation License Notice

License Motice

Microsoft®

Forefront

Protection 2010
for SharePoint*

& 2010 Microsoft Corporation. All rights
reserved.

have a product key, click Activate Now.

To license Microsoft Forefront Protection 2010, please contact your

Microsoft sales representative.

. . . For more information see How to buy
‘Warning: This computer program is

protected by copyright law and international
treaties. Unauthorized reproduction ar
distribution of this program, or any portion
of it, may result in severe criminal penalties,
and will be prosecuted to the maximum
extent possible under the law,

Activate Now I

You currently have 119 days left before your evaluation license of
Microsoft Forefront Protection 2010 for SharePoint expires, If you

PRI 3 T T I T | S G AT | I e et T 1
Starts and manages scan jobs and applies engine. ..
Retrieves required settings from SharePoint, This...
Processes Forefront Server Protection events, in...
Delivers messages generated by Forefront Serve. ..
Provides the interface to backup and restore Micr. ..

OK




Sieht ja erst mal wie

osoft Forefront Protection 2010 for SharePoint Adm

»  Server Security Views

die FSE Konsole aus

strator Console

¥ Dashboard

Server Security Views - Dashboard

= i"-ﬁ Server Security Views WView statistics for the enabled protection services and monitor the overall health of the server,
Dashboard B R
7 . L Tes|
%% Malware Details Health Monitors for Server SHAREPOINT 5 ;
T, Filtering Details - - — L Export Policy
Incidents Scan Jobs Services Engines Licensing E Control Gallery
H, Quarantine . /'\) «# Clear All Statistics
= [} Configuration o w’ Clear Realtime Sc...
.IJ Motifications Clear Scheduled S...
[l Incident Options Show details... Show details... Show details... Show details... Clear On-Demand..
44 Quarantine Options .
Scheduled Scan Summary Realtime Scan Summary —
Last updated: 13.10.2010 20:32:57 Last updated: 13.10.2010 20:32:37
Total files: Total files:
There is no data to display There is no data to display
Total incidents detected: 0 Total incidents
On-Demand Scan Summary
Last updated: 13.10.2010 20:32:37
._ Total files:
. Monitorin -
- -
Tasks
Policy Management
There is no data to display

Malware Details

ft Forefront Protection 2010 for SharePoint Administrator Console

%% » Moritoring P Server Security Views » Malware Details

nite

toring
=] Server Security Views
ashboard
e Details

|’} Server Security Views - Malware Details

View detailed malware detection statistics by scan job.

Actions

Malware Deta...

Realtime Scan

r‘ Refresh

Filtering Details

Action

Count

@ Incidents
"Ii Quarantine
= [} Cenfiguration
i Notifications
ER"_;, Incident Options
‘|m Quarantine Options

Files scanned

Malware detected in files
Files suspended

Files cleaned

Files skipped (detection only}
Files quarantined

File parts scanned

Malware detected in file parts
File parts suspended

File parts deleted

File parts cleaned

File parts skipped (detection anly)

File parts quarantined

o o 0o 0o 2 0 0 @ o o o0 o o

Scheduled Scan

Action

Count

-J Monitering

Tasks

Policy Management

Files scanned

Malware detected in files
Files deleted

Files cleaned

Files skipped (detection only}
Files quarantined

File parts scanned

Malware detected in file parts

el | B & 5[

o o o o o o o o

DE| (Rl e 13102010

& Clear Realtime 5c...
Clear Scheduled 5...
Clear On-Demand..,



Filter Details

[ Microsoft Forefront Protection 2010 for SharePoint Adi

T » Monitoring » Server Security Views ¥ Filtering Detalls

nitoring

=] f,E Server Security Views

Dashboard

Malware Details

Incidents
‘-_H Quarantine
B [f} Configuration
i) Notifications
ET_, Incident Options
'|I_a Quarantine Options

-_\J. Monitering

Tasks

Policy Management

ol | & B

Incidents

rosoft Forefront Protection 2010 for SharePoint

1 i) Server Security Views

Dashboard
% Malware Details
T Filtering Details

‘-Iﬁ Quarantine
=} Configuratien
i Notifications
EE’J Incident Options
'|I_a Quarantine Options

Server Security Views - Filtering Details

Wiew detailed filtering detection statistics by scan job.

Actions

Filtering Details ~

Realtime Scan

. Refresh

Action File Filter

Keyword Filter

@ Clear Realtime Sc...
Clear Scheduled ...

Files scanned
Files containing filter matches
Files suspended due to filter matches

Files skipped due to filter matches (detection o...

0
0
0
0
Filter matches quarantined as entire files 0
File parts scanned 0
File parts containing filter matches 0
File parts suspended due to filter matches o}
File parts skipped due to filter matches (detecti... 0

0

Filter matches quarantined as individual file parts

o o o o o o o o o o

Clear On-Demand...

Scheduled Scan

Action File Filter

Keyword Filter

Files scanned 0
Files containing filter matches 0
Files deleted due to filter matches 0
Files skipped due to filter matches (detection 0., 0
Filter matches quarantined as entire files 0
File parts scanned 0
File parts containing filter matches 0
File parts deleted due to filter matches 0
File parts skipped due to filter matches (detecti... 0
0

Filter matches quarantined as individual file parts

o o o o o o o o o o

| P —

=l &

strator Console

X
20:34
DE[| [ s 0%

._J Monitoring

Tasks

Policy Management

Server Security Views - Incidents

View and manage incidents detected on the server.

Filter by:

[<no fitter>

Filter Value:

-{- Refresh

¥ Choose Columns
E Delete Selected Ite..
"B Export Filtered Data
[} Configure Inciden...
x Delete All Incident..

.
| Detection Time State Incident Categary Incident Name

File

SharePaint Pa

|

Incident Details

Detection Details ‘ Document Details Engine Details




Quarantaine

Microsoft Forefront Protection 2010 for SharePoint

Monitoring

= i Server Security Views
Dashboard
% Malware Details
T Filtering Details

Incidents

= i} Configuration
Meotifications

Eq; Incident Options
‘|@ Quarantine Options

T 3 5 .
[ Server Security Views - Quarantine
\/ View and manage quarantined items on the server,

Actions

‘Quarantine

(4 Refresh

[ Choose Columns
=, Save Selected Iter
5 Delete Selected It
"B Export Filtered Da

“‘}_ﬁ Configure Quarar
‘ ] ?( Delete All Quaran

Filter by:
[<na fiter> =l £ XK
Filter Value:
v
| Detection Time User Mame Incident Category Incident Name File
4 1|

Quarantined Item

Detection Details | Document Details

Engine Details

Q—f‘ Restore Selected .

. Monitoring

Tasks

Policy Management

e ~E

Informiert sein

[ Microsoft Forefront Protection 2010 for SharePoint Ad

[ i Server Security Views
Dashboard
'ﬁ_‘ Malware Details
?_;‘ Filtering Details
Incidents
‘-Ii Quarantine

= [f} Configuration

ER’_;‘ Incident Options
4 Quarantine Options

=

Incident notifications

istrator Console

i , Configuration - Notifications

Configure incident and event e-mail notifications.

In order to receive e-mail notifications, make sure the SMTP server settings are configured properly below.

20:35

| oell = g o

Notifications ~

4 Refresh
= Edit Selected Noti...

File filter matched
Keyword filter matched
File error

Scan errar

Event notifications

Mone enabled
Mone enabled
Mone enabled

Maone enabled

Maximum file size exceeded Administrator

Naotification Enabled For |
Virus found Maone enabled
Spyware found None enabled

Naotification

Enabled For

Scan process initialization
License warning

License expired

Database size warning
Engine updated

Engine update failed

. Monitoring

Critical error

Tasks

Health change to green
Health change to red

Health change to yellow

Policy Management

wen?

Administrator
Administrator
Administrator
Administrator
None enabled
Administrator

Engine update not available Administrator

Administrator
Administrator
Administrator
Administrator




Edit Notification

Administrator [" Enabled

Auth
Hther To: I
Last Modified User
Co I
Bco I

Subject: I%Product% detected a virus

Message body:

%eProduct® has detected a virus.

Virus name: %aMalwared”

File name: "S&File%”

State: "oStatets

Location: "%Company?s/SaSemnverss’
Scan job: SeScanlob%”

OK I Apply

Cancel

On Demand Scan i Scan Targets

[# Microsoft Forefront Protection 2010 for SharePoint Administrator Console

Help

¥ Tasks ¥ Tasklibrary » On-Demand Scan

P Start | =)

Task Library
. On-Demand Scan

O Task Library - On-Demand Scan

; Use the on-demand scan to quickly scan selected SharePoint sites.

General set Select Scan Targets

=lolx|

Select the sites to be scanned.

¥ Enable ¢ I
Scan target I Tree View | Search View
Mote: Scan:

Scan targ
Al

Data loading is in progress. Please wait while
@ select Expand &1l | the whole site structure is being loaded...

’:

To scan specific rline,

Tha rantant nf ame filar dalatad harauca of mahaara datadtion ic ranlarad with tha dzlatinn tavt

B 11 zm — e [

Scan engine
' Scan wit
& Scan wit
" Scan wit =l
' Scan wit
Ok | Caricel |
Scan actionS
. Manitoring Detection Action Quarantine Files
S Virus Skip detect = | Yes -
This scan is configured to run with the Skip detect action, Be aware that any filter matches use the action setting for that filter,
Policy Management It is recommended that you review your filter settings.

'-'_-‘ Refresh

[ Start On-Demand ..
II Suspend On-Dem...
=% Resume On-Dem...
M Stop On-Demand ..
E View Filtering Con..




=10 x|

I'EEEE‘ufiew | Search View |

~! SharePoint - 80

Expand All | Collapse All

0 Marcimarc (http://sharepoint)

Pl bt Cidn (b Hlebnmrnm sk fead

L

To scan specific folders or files, enter the full URLs below, with one URL per line.

=

Policy Management

[#® Microsoft Forefront Protection 2010 for SharePoint Administrator Console

lanagement

Es. Realtime
[ Scheduled
= F Filters
T Filter Lists
?;, Filter Options
=] Global Settings
+3 Scan Options
(@ Engine Options
%] Advanced Options

Monitoring

& ;‘3 » Policy Management »  Antimalware » Realtime

&

= % Antimalware

Tasks

Policy Management

General settings

¥ Enable realtime antivirus scan

¥ Enable realtime antispyware scan

Engines and performance

= Scan with all engines

Antimalware - Realtime

Use the following settings to configure malware detection for the realtime scan.

{* Scan with the subset of engines that are available
™ Scan with a dynamically-chosen subset of engines

(” Sean with only one engine

Ok

Scan actions
Detection Action Quarantine Files
Virus Clean v | Yes
Spyware Suspend T | Yes

The content of any files deleted because of malware detection is replaced with the deletion text.

Edit Malware Deletion Text ...

Additional options

¥ Scan docfiles as containers
™ Scan after engine update
™ suppress malware notifications

Process count:*

‘_—' Refresh

k_z View Scanning Op.
@ View Intelligent E...
E View Filtering Con,




Scheduled Scan

[ Microsoft Forefront Protection 2010 for SharePoint Administrator Console

& ¥ Policy Management b Antimalware b Scheduled

nager = b start | = = Actions
/ Antimal — i
B % On P Antimalware - Scheduled
ealtime
Schedule Use the following settings to configure malware detection for the scheduled scan, '-. Refresh
Schedule:

b Start Scheduled S...

= T Filters
& Filter Lists 11 Suspend Schedule...
T;, Filter Options General settings = Resume Schedule...
& Stop Scheduled 5.,
E Global Settings [V Enable scheduled antivirus scan . e

|| Scan Options L: View Scanning Op...
'] Engine Options '@ View Intelligent E...
% Advanced Options Engines and performance 'E View Filtering Con...

" Secan with all engines

% Scan with the subset of engines that are available
" Scan with a dynamically-chosen subset of engines
€ Scan with only one engine

Schedule

™ Enable schedule

= Once Start date: Start time:
& Daily IDonnerstag, 1. Januar 2009 j hs:ﬂﬂ:ﬂﬂ j
1 weekly [T Repestscan every: 23 = hours |58 =4 minutes

Scan actions

—_ Detection Action Quarantine Files
. Monitoring
Mirus Clean - | Yes o

Tasks
The content of any files deleted because of malware detection is replaced with the deletion text.

L Policy Management Edit Malware Deletion Text ... |

Filterlisten

istrator Console

[® Microsoft Forefront Protection 2010 for SharePoint Admi

Help

B » Policy Management b Fiters b Filter Lists

Actions

Vlanagement [

% Antimal 3 2 3 " i
= & Antimatware Filters - Filter Lists Sbiagatis 2
&5 Realtime
:% Scheduled Create and manage filter lists, ,.-' Refresh
- :
= T Filters 7 Create Filter List

¥ Edit Selected Filter...

" Fiter Lists

i T, Delete Selected Fil
T Filter Options Filter Type List Name Realtime Scan Scheduled Scan On-Demand Scan X
Global Settings T, Configure Filter O...

% Scan Options
@ Engine Options
|72 Advanced Options

Change File Filter List Order | Create... I Edits.. Delete,,

Preview

Settings | Filter criteria |

. Monitering

Tasks

Policy Management
o = Action Center
No current issues detected




Filter Wizard x|

 Fle
Select Your Goal Filter files that have specific names or are of specific types.
Select File Types " Keyword
Realtime Scan Filter files that contain specific words or phrases.

Scheduled Scan

On-Demand Scan

= Previous | Mext = Create Cancel

Filter Options

Microsoft Forefront Protection 2010 for SharePoint Administrator Console

Antimalware

= Resltime Filters - Filter Options Filter Options
3 Scheduled = Configure global filter options for each scan job, l_’. Refresh

= 7 Filters '7': View Filtering Con.
& Filter Lists

General settings

= Global Settings

Scan Options [~ Enable case-sensitive keyword filtering
Engine Opticns

\%| Advanced Options
Realtime filtering options

Mote: Disabling a filter type will disable all filters of that type for the scan.

[¥ Enable file filters
| 5kip file filtering within compressed files
¥ Enable keyword filters

Scheduled filtering options

Note: Disabling a filter type will disable all filters of that type for the scan.

¥ Enable file filters
If you select the delete action for a file filter, the file content is replaced with the deletion text.
Edit Deletion Text.

™ skip file filtering within compressed files
¥ Enable keyword filters

. Monitoring

Tasks

On-demand filtering options

D: Doy AT Note: Disabling a filter type will disable all filters of that type for the scan.

[¥ Enable file filters



Scan Options

[® Microsoft Forefront Protection 2010 for SharePoint Administrator Console

Help

Ac

2+ Policy Management b Global Settings » 5can Options
Actions

=
{‘\ Global Settings - Scan Options
) Refresh

Configure the settings used during realtime and scheduled scans.

=] ‘{'4" Antimalware
ia Realtime

[ Scheduled
= T Filters
The realtime scan provides immediate scanning of files that are uploaded to or downloaded from the document libraries resident on
the server. The scheduled scan is used to scan files that already reside on the server.

K Filter Lists

T, Filter Options

() £ Global Settings Realtime scan

r Bypass realtime scanning
When realtime scanning is bypassed, there are no antimalware scans or filtering, Use this setting only when you want to

& Engine Options
(] Advanced Options
isolate incidents during diagnaostic testing.

Scheduled scan

— Scan targets
Select the SharePaint sites to be scanned by the scheduled scan.

@ an
 Selected

Select Sean Target

. Monitering

Tasks

Policy Management

Engine Options

|‘!' Microsoft Forefront Protection 2010 for SharePoint Administrator Console

Actions  Help
¥ Policy Management » Global Settings » Engine Options
! Actions

.1 Global Settings - Engine Options Engine Options A
'_-‘ Refresh

icy Management

= '!;'g' Antimalware o
&
55 Realtime L .
:5 Seheduled \_/ = Specify how to access engine updates.
= F Filters u': Update All Engine...
& Fil i ¥ View Engine Upda...
& Filter Lists B qi e
E UNC authentication

T_l Filter Options

= Global Settings
Scan Options [~ Enable UNC

Advanced Options Edit UNC Credentials,,

Proxy server

Enable Universal Naming Convention (UNC) and specify UNC credentials.

Enable a proxy server and specify its location and user credentials.

[~ Enable Proxy server
Proxy server: Port:
o=

Edit Prosay Server Credentials..,

Additional options

v Update engines on server startup
[ Enable as an update redistribution server
Engine download timeout [seconds):

300

. Menitoring

Tasks

Policy Management




Erweiterte Optionen

|‘!' Microsoft Forefront Protection 2010 for SharePoint Administrator Console

s Help

\#2| ¥ Policy Management * Global Settings » Advanced Options

Vianagement

=2 ‘g’" Antimalware

ia Realtime
5 Scheduled
=] ? Filters
% Filter Lists
?;‘ Filter Options
= Global Settings
Scan Options
Engine Options

&5, Global Settings - Advanced Options

Specify advanced settings to fine tune your produdt configuration.

Scan options
Engine error action:
Delete =
[¥ Quarantine on engine error

Use this extension when replacing a deleted file with the deletion text:
et

I~ Quarantine corrupted compressed files

¥ Quarantine on timeout

Deletion criteria

[~ Delete corrupted compressed files
[T Delete corrupted UUEncoded files

[ Delete encrypted compressed files

Threshald levels

Maximum container file infections:
lﬁs =

Maximum container file size [megabytes):

. Monitering

[

Tasks

Maximum compressed file size (megabytes):
100 3‘

Policy Management

Maximum uncompressed file size (megabytes):

750 :‘

Scan Engines 7 na endlich J

Actions

Advanced Op... A
T4 Refresh

Li?’ Edit Selected Engi...
Lf Update Selected E..
(@ Update All Engine..
I’; View Engine Sum...



